Summary

A study on the use and impact of emerging technologies for the secure and reliable processing and
sharing of data can contribute to strengthening of public values by the government. Previous
research indicates that these technologies have not been widely adopted, their public value is poorly
understood, and there is a lack of evidence regarding their effectiveness. The slow adoption of
emerging technologies limits government services and their ability to meet societal needs.

The central goal of this thesis research is to understand the impact of emerging technologies, such as
blockchain, multi-party computation, and/or Privacy Enhancing Technologies (PETs), on public values
and how these technologies contribute to the reliable and secure processing and sharing of data by
the Dutch government. The central research question is: "How do emerging technologies for the
reliable and secure processing and sharing of data, along with the use of a value-driven process
design method by governments, contribute to strengthening of public values?"

The empirical research focuses on mapping the potential use and impact of a multi-actor blockchain
infrastructure in the Zoutlogistiek process within the ecosystem of Rijkswaterstaat (RWS) and its chain
partners. Additionally, empirical research was conducted on the use and impact of the FClnet
infrastructure and Ma3tch filter technology, which enable the Dutch police and Justid, as network
partners, to carry out a process of target group matching. The empirical research was conducted
using a multiple holistic case study approach. The study examines which public values are realized by
governments with the help of emerging technologies and then identifies which emerging
technologies are employed for this purpose by governments. Furthermore, the research provides
insight into the influence of technical and institutional aspects on the deployment of blockchain and
FClnet systems and how the use of a value-driven process design contributes to safeguarding public
values when using these technologies for secure and reliable data sharing. The research was
conducted using semi-structured interviews. The information obtained from the interviews was
supported by document analysis.

This study shows that governments, by deploying a blockchain infrastructure and an FClnet system,
can (potentially) enhance strategic and public values. The case studies of Zoutlogistiek and Target
Group Matching demonstrate that a blockchain infrastructure and an FClnet system contribute to
transparency, reliability, information equity, and privacy protection. These values are essential for
public service delivery and the integrity of government organizations. Moreover, the research
indicates that the deployment of a blockchain infrastructure and an FClnet system is effective for
secure and reliable data sharing. In the Zoutlogistiek case, it has been shown that a multi-actor public
blockchain infrastructure ensures transparent and immutable recording of information. In the Target
Group Matching case, it has been demonstrated that the police and Justid, with the FClnet system
infrastructure including Ma3tch filter technology, are able to meticulously fulfil the obligations from
the Police Act 2012 for continuous screening of police officers while protecting the privacy of the
individuals involved.

The case study identified that the maturity levels between a multi-actor blockchain infrastructure and
an FClInet infrastructure vary significantly. For instance, blockchain still faces challenges regarding the
reliability of identities. In contrast, the technical and legal robustness of the FCInet system, including
Ma3tch technology and MPC capabilities, is proven within the domain of fiscal investigation and is



internationally recommended by the European Commission. Despite these differences in maturity,
both governments experience similar organizational adoption problems due to the decentralized
nature and complexity of the technologies. The research has shown that RWS 6 lacks technical
building blocks in the Enterprise Architecture and standardization of data, making data integration
into a blockchain infrastructure complex and costly. Furthermore, both RWS and the police face a lack
of knowledge about emerging technologies among employees and chain partners, which plays a role
in the adoption of these technologies. In contrast, Justid wants to make greater use of FCInet in
collaboration with other network partners, which starkly contrasts with the police organization,
where there is little interest in using the system and technical options, including Ma3tch technology,
for other (operational) processes. These findings confirm theories that emphasize urgency, social
pressure, and the involvement of managers, employees, and experts are essential for the successful
adoption of a multi-actor blockchain infrastructure or an FCInet system including Ma3tch technology
and/or MPC. Both case studies reveal that RWS and the network partners of the police and Justid did
not consciously and systematically apply a methodology for the realization of a value-driven process
design. However, the parties did map out and weigh the public values, stakeholders, interests, and
risks at an early stage.

This research utilized the conceptual framework of Rukanova et al. (2023) to analyse the relationship
between public values, ecosystems with actors collaborating, and infrastructures used for data
exchange. In the empirical research, it was found that the framework could be effectively applied in
both case studies, examining both a multi-actor blockchain infrastructure and the FClnet
infrastructure.

The empirical research concluded that emerging technologies, such as blockchain and PETs,
contribute to strengthening public values by securely and reliably processing and sharing data.
However, technical and institutional aspects influence the speed and effectiveness of these
implementations. An iterative and integrated approach, considering these aspects and leveraging the
expertise of internal and external experts, proves effective. The use of a methodology for value-
driven process design supports the deployment of emerging technologies as it contributes to well-
considered decision-making and promotes acceptance.

Increasing the generalizability of the conclusions from the case study is possible through additional
research within the same casuistry where governments use the same technologies or other variants
of PETs.



